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We have 45 years of combined leadership and dental 
industry experience and 30 years of caring support for 
San Diego area dentists. We’ve developed collaborative 
partners, resources, and business connections in every 
corner of the dental industry and feature a robust web 
presence and a nationwide footprint of associates. 

Successfully Connecting the Dentist’s
Present With Their Future

CONTACT US AT:

ddsmatch.com I  855-546-0044

JASON OWENS
Cal DRE # 02037346

SEAN SULLIVAN 
Cal DRE #02084505

to sell your practice &
readjust your focus?

ARE YOU
READY?

THE TRUSTED
TRANSITION PROCESSTM

It all starts with a conversation.
Let’s start one to see how we

may be able to help.
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Garrett Guess, DDS

TECHNOLOGY EDITOR

Dr. Guess (pictured here with his family) is a Diplomate of the Ameri-
can Board of Endodontics, with a private endodontic practice in the 
La Jolla/UTC area. He developed EndoTrak, an endodontic practice 

management software program. Email: endo@drguess.com.

The dental field was in the news this August as the target of  a 
crippling “ransomware” attack where about four hundred den-
tal practices opened their doors on Monday to treat patients, 
only to find their computer systems were locked up, and held 
hostage for ransom, rendering these practices’ computer-based 
operations inoperable.  That means digital imaging, scheduling, 
charting, e-prescribing, emails, and any other computer-depen-
dent operation could not be performed.  Its effect is close to the 
having the all computers in the office crash at once, except in 
this case, someone purposefully did this with the intent to make 
money.

Ransomware occurs when software infiltrates a computer net-
work to find all local computers and the data storage devices 
attached are encrypted and rendered unreadable unless ransom 
moneys are paid to obtain the decryption key.  In theory, once 
the ransom is paid, software is provided to decrypt the files to re-
turn the computers back to a functioning state.  In this particu-
lar situation, the ransomware malware software was propagated 
to users of  a cloud-based backup service called DDS Safe which 
was ironically marketed on their website as a way to safeguard 
data from ransomware attacks.  When using this cloud-based 
backup system, local dental office computers would be running 
an application which manages the backup process and commu-
nicates with the DDS Safe off-site servers to perform the backup 
operations.  It is that application software and its communica-
tion with the service’s servers that had a vulnerability which was 
exploited and permitted delivery of  the “REvil” malware ran-
somware application.  Once that malware application was de-
livered, it would encrypt the computers’ data and the only way 
out of  the situation would be to pay the ransom payment, or to 

wipe the computers and restore them from a working backup.  
Some news reports about this event state that the two businesses 
that collaborated on the DDS Safe service actually paid the ran-
som to obtain the decryption software to restore these 400 or so 
dental practices’ data.  But even after obtaining the decryption 
key, the restoration of  the data is a long and in some cases an in-
complete process that has surely inconvenienced many people.

Even if  you have not been directly affected by this event, it is 
wise to learn from others as ransomware problems are not un-
common.  Just one week prior to this DDS Safe hacking, this 
same REvil malware program had affected three organizations 
that provide internet and information technology services to 
other businesses, where a remote access vulnerability was ex-
ploited resulting in computers in their customers’ networks be-
ing locked out.  And just two months prior, a coordinated attack 
on 22 different government agencies in Texas was caused by the 
REvil ransomware application where a ransom of  $2.5M was 
demanded to restore access to web-based government services.

If  paying a large sum and hoping hackers will hold up their end 
of  the bargain is not a favorable option, then the only other way 
out of  these situations is to have multiple types of  backups.  If  
you are going to commit to depending on the computers in your 
practice to the extent where you cannot function without them, 
then you cannot depend solely one one form of  backup, espe-
cially one that is entirely cloud-based and you do not completely 
control.  It is worth investing the time and effort into having a 
backup system that you locally perform and are frequently mov-
ing it off-site, so it’s not connected to your office’s network and 
vulnerable to ransomware attacks.

Ransomware strikes the dental industry

Follow us on Social media!
stay informed, at sdcds.org

I’ve been told several times in my life to consider where I want to 
live before I purchase a dental practice. While work-life balance 
applies to any profession, I didn’t truly appreciate the impact 
that weather and climate could have on our outlook at work un-
til I moved to San Diego. More specifically, I didn’t realize how 
influential a pleasant overall climate could be on handling work 
challenges in dentistry on a day-to-day basis. 

Reflecting on my previous life in wintery New England, I dis-
tinctly recall driving - or rather skidding my way behind plough 
trucks spraying dirt onto my car- on my way to work and hoping 
that I would get there with myself  and my car in one piece. By 
the time I arrived at the office, I was sweaty and my heart rate 
was well worked up. And then if  we as staff, all made it to the 
office, our patients slowly cancelled their way out of  our sched-
ule. This was the typical life of  a New Englander commuting 
in winter- power outages, snowed in driveways, numb fingers, 
school closures and the list goes on. But something clicked when 
I visited California and realized that I could choose where I 
want to live, and in came San Diego to my life. As we as dentists 
know, dentistry is hard and I was told by many in the field to be 
mindful of  where I “settle down” to practice and to be content 
with my choice. Stepping outside of  my office and not being 
able to locate my car in a head high pile of  snow wasn’t my 

idea of  contentment. So I did the difficult thing and informed 
all my family and friends that I found a new place to settle. I 
felt sad but confident that if  I was going to be at my best when 
practicing dentistry, it wasn’t going to be in the frigid winters of  
the Northeast. 

Three years later, as I sit chairside and chat with my San Diegan 
patients, with the sun shining through the window, I realize that 
I enjoy sharing my literal journey in discovering the place that 
makes me happy. Better yet, after a long and hard day at work, 
I love not having to shovel my car out of  a snow pile and feel-
ing the classic Southern Californian climate that invites you to 
do literally anything you want in it. I suppose one might pon-
der- why does the weather mean so much to some of  us? The 
answer is, it lies at the heart of  everything we do and don’t like 
to do. And with challenging professions that demand us to be 
constantly focused, it is soothing to have our time away from 
them be in an environment that fits our hobbies and relaxes us 
on a day-to-day basis. This was exactly what those mentors were 
trying to tell me and they were right. I am much more content 
and centered in a climate where snow, ice and sleet are not the 
norm but where I spend my mornings before work and nights 
after work scraping sunshine off  my windshield. 

Zeynep Barakat, DMD, FAGD

CHAIRSIDE MUSINGS

Dr. Barakat graduated from Boston Univ.School 
of Dental Medicine, completed an AEGD resi-

dency in Detroit and practiced in New England 
before moving to San Diego.  She is currently 
in private practice and is the President of the 

San Diego AGD component.   She is a regular 
contributor to the AGD’s Daily Grind blog.

Home is 
Where the 
Heart Doesn’t 
Freeze






